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3 A Homeland gopmerLanp IDENTITIES, TARGETING,
X Security AND EXPLOITATION CENTER

WHAT WE DO

HITEC has the mission to “accelerate discovery and delivery of identity and network-based intelligence to counter
national security threat actors by adopting and applying advanced exploitation methods, emerging technologies and
sound tradecraft.”

The HITEC executes its mission through two distinct intelligence themes; Document and Media Exploitation (DOMEX)
and Counter-Network and ldentities Analysis. To execute these themes, the Center uses digital forensic examination,
foreign language translation, network analysis, identity-based research, biometrics and other Identity Intelligence
(I12) tradecraft, and Watchlisting nominations to develop a holistic understanding of people and networks to counter
threats posed by national security threat actors.

DOCUMENT AND MEDIA EXPLOITATION

Leads a DHS-wide program embedded at the National Media Exploitation Center

* Delivers intelligence support to DHS and other Law Enforcement, Operational and
Intelligence Partners

* Derives intelligence information whole, or in part, from the exploitation of foreign
language documents or digital devices

* Facilitates mobile and computer forensics, hardware/software reverse engineering,
malware analysis and other technical disciplines

COUNTER-NETWORK AND IDENTITIES

Supports homeland security customers and stakeholders with current, accurate
and thorough identity information

* Provides tailored analysis and targeting information to support DHS and IC
stakeholders with counter-network leads

* Collects and processes all-source identity intelligence and information

Manages the DHS Watchlisting Program and its associated policies and tools
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BENEFITS — .

We believe your dedication to protecting the nation should be
rewarded. That’s why we’re proud to offer:
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* Flexible work schedules
Z/ * Recruiting incentives, including a student loan

I repayment program
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\)//%//// :( e Federal health and life insurance, and retirement benefits
4 ¢ Professional development opportunities
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= — 7" Join us in our mission to protect the homeland. Visit us at

DHS.gov/Office-Intelligence-and-Analysis
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U.S. citizenship is required. DHS is an Equal Opportunity Employer and drug-free workplace. Applicants must be eligible to obtain and maintain a TS/SCI clearance.


https://www.dhs.gov/office-intelligence-and-analysis

What is

DHS?

The Department of Homeland Security (DHS) has a vital mission:
to secure the nation from the many threats we face. This requires
the dedication of more than 240,000 employees in jobs that
range from aviation and border security to emergency response,
from cybersecurity analyst to chemical facility inspector. Our duties
are wide-ranging, and our goal is clear - keeping America safe.
Below is a partial listing of DHS components.
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Infrastructure Directorate Destruction
Security Agency Office

“I had a role in making sure everyone knew the
information they needed to do their jobs. On
the days | did my job right, the world never
experienced the crisis we were preventing

in the office.”

(I&A) fit in?

How Does the Office of
Intelligence and Analysis

- Haley, former intern

I&A’s role is to collect, analyze
and disseminate intelligence
across DHS, the Intelligence
Community, local and state
government, law enforcement
and the private sector to
ensure homeland security.
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